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1 Introduction 

Principles describe the way in which business, the provision of information, and technology should be 

structured and organised at the Amsterdam University of Applied Sciences (AUAS), with the 

organisation’s objectives, standards, values, and culture serving as the underlying foundations. 

Principles should be upheld by everyone and form the basis for all future decisions. This document 

describes the principles that govern information security at the AUAS. 

2 Target group 

The primary target group of the information security principles are policy makers and IT architects, 

because it is they who shape the foundations of the organisation in terms of its policies and technical 

and organisational structures, factoring in a security-by-design set up as they do so. 

As far as information security is concerned, it would be useful for everyone to be aware of the starting 

points that the AUAS operates from. 

3 Scope 

It is highly undesirable, if not impossible, to have different information security principles for 

different faculties and departments. The principles apply to the University of Amsterdam, its faculties 

and service units. 

The Information Security Principles are a detailed version of the Information Security Policy1 and 

therefore meet standard ISO 27001:2017 and the SURF Standards Framework on Information Security 

for higher education. The information security principles have been created on the basis of the sources 

shown in 0. The Information Security Principles are also a further specification of the information 

security-related subjects from the general architecture principles [ArchPrinc], which are shown in brief 

in 0. 

The information security principles serve as guidelines for the other documents that set out the 

information security policy in more detail1. 

4 Purpose 

This document describes a number of principles aimed at information security, which form a guideline 

for qualitative and appropriate security. The purpose of these information security principles is to 

provide a framework that all cases of information provision must meet. Together with the 

classification and risk analysis of information provision, they form the basis for any security measures 

that have to be taken. 

5 Starting points 

The information security principles can be categorised into two basic security principles, in 

accordance with [NORA]: 
• Reliable: users of information can rely on the service provider honouring agreements.

1 See Information Security Policy [IBBeleid], Appendix B. 
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• Confidential: users of information can rely on the information not being misused.

Important derived quality aspects of information security principles are: 

• Availability: the degree to which information or facilities that process information are available at

the right time.

• Integrity: the degree to which information or facilities that process information are correct and

complete.

• Confidentiality: the degree to which access to information or facilities that process information is

limited to those to who have the authority to gain access.

6 Roles and responsibilities 

Key roles among the Executive Staff 

6.1 Chief Information Security Officer (CISO) 

The CISO is responsible for policy, frameworks and guidelines relating to information security and for 

verifying compliance with these. This means the CISO is also responsible for upholding the 

information security principles, reviews every four years and harmonisation with the architecture 

principles.  

‘Decentralised’ roles 

6.2 Architects 

Architects, such as enterprise, information, security or infrastructure architects, apply the information 

security principles in the set-up and design of their architecture. 

6.3 (Faculty) Information Security Officer ((F)ISO) 

(Faculty) Information Security Officers apply the information security principles when implementing, 

carrying out and monitoring processes related to information security. 

7 Policy implementation 

The information security principles are set by the Executive Board. The CISO is responsible for 

maintaining the document content and for the four-yearly periodic reviews. 

Once the principles have been adopted, the CISO publishes them on the website and brings the 

principles to the attention of the relevant parties. 

The information security principles support other (information security) policy documents and entail 

no compliance verification.  
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8 Principles 

8.1 What is a principle? 

This document uses the following definition of a principle: A principle is a statement about the way in 

which business, the provision of information, and technology in an organisation should be structured 

and organised, with the organisation’s objectives, standards, values and culture serving as the 

underlying foundations. 

When decisions are being taken that affect the university as a whole or which entail changes, 

principles serve to point in the right direction. 

Principles are always underpinned by a rationale that provides the motivation for decisions, and 

implications, which give an overview of the consequences of any such decision. 

There is also a distinction between general principles and security principles. 

General principles apply to every facet at the AUAS, while security principles relate more specifically 

to information security. 

The principles are formulated as closely as possible with the criteria for a good set of principles 

([TOGAF] §23.4.1): 

1. Understandable: the objective of a principle should be clear and unambiguous, to discourage any 
deviations from the principle, whether intentional or not;

2. Robust: each principle should be sufficiently authoritative and precise, to ensure that the decision-

making process is supported in complex situations;

3. Complete: every potentially important principle for managing information and technology at the 
AUAS is set down. Every conceivable situation is covered;

4. Consistent: to comply with one specific principle, it may be necessary to make a concession vis-

à-vis another principle. The overall body of principles should in that case allow for a carefully 
considered balance between opposing principles;

5. Stable: principles should be ‘durable’. A modification process, that allows for changes to the set 
of principles, should also be established.

8.2 Format of the principles 

The description of the principles consists of: 

• Statement – the ‘one-liner’, containing the essence of the principle, the title.

• Description – what does the principle mean?

• Rationale – the reasons behind the principle, the benefits it brings. It refers to the superior aim or
principle. The rationale makes clear what value (what quality aspect) is involved. For example:

efficiency, reliability, and security.

• Implications – refer to the consequences the principle has in terms of design and structure, often in
the form of underlying principles that can be derived from the main principle.

9 Information security principles 

9.1 Information security is in proportion to the risks 

Information security is in proportion to the risks 

Description Part of the quality of data are the aspects of availability, integrity, and 

confidentiality, which are regarded as the key parts of information security. In many 
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cases, the level of information security in higher education is too low, which has 

prompted the specific focus on this matter through the SURF audit. Developments 

like consumerisation2, flexible work arrangements and cloud computing have made 

information security a topical issue. The boundaries of organisations are becoming 

blurred and traditional security measures are no longer adequate. Cybercrime can 

seriously disrupt organisations. It is therefore important to make the risks explicit. 

This means the most suitable measures can be taken and excessive measures 

avoided, so that the costs of the measures are proportionate to the damage that could 

otherwise ensue. 

Rationale Knowledge sharing (openness) is an important core value of the teaching and 

research process. Open where possible, restricted where necessary. To properly 

weigh up the risks regarding the protection of information and taking the right 

measures, it is important to establish the value of the information. This is about the 

right level of security - one that is appropriate to the risks. Proportionality is required 

here, not least because of the need to use the available financial resources efficiently 

(‘fit for purpose’). 

Implications • A risk analysis is always carried out in order to classify information and to 
determine the risks. The classification can be used to establish what measures are 
necessary.

• Design modifications (to a system or process) are accompanied by a risk analysis 
into what possible effects the modifications could have. Where necessary, 
information security measures are adjusted as part of any such modifications. We 
determine what risks we are willing to take and weigh up the security costs 
against the resulting residual risk (risk appetite).

• Every organisational division and project must demonstrate that the measures are 
applied in order to meet information security requirements.

• There is an information security baseline offering a basic level of security and 
being linked to the classification of information.

• The AUAS is continuously aware of what risks weaknesses in its processes exist.

Alternatives • Adding information security measures retrospectively. This is not to be desired,

as it is inefficient. It could lead to higher costs, reduce the effectiveness of the

measures and increase the likelihood of incidents.

• Information security measures are taken only at the launch of a unit or project.

This would quickly lead to a non-secure situation, the risks of which would not

be known.

Comments This is the most important information security principle. 

9.2 Security by design and by default 

Security by design and by default 

Description Security by design means that information security is included from the very start 

of information processing solutions (process, people and technology). It factors in 

malicious intent, malfunctioning equipment, force majeure, and deliberate and 

accidental actions by people. 

In the event that something goes wrong with a process or system, it is resolved in a 

secure manner. 

Rationale Ensuring the right level of security can only be done efficiently and effectively if 

security measures are incorporated from the design phase. The security should not 

be dependent on the secrecy of the design or implementation.  

2 New ICT technology is available and used by the home market earlier than it is for the AUAS. 
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With regard to the disengaging of functionality, account is taken of the usability of 

an application. Something can always go wrong, whether foreseen or not. Every 

system and process should factor this in and ensure that any situation in which 

something fails is dealt with securely. 

Implications • Whenever any changes are made, information security measures should be an

integral part of the process and not added later as an afterthought.

• Design modifications to a system or process are accompanied by a risk analysis

into what possible effects the modifications could have. Where necessary,

information security measures are adjusted as part of any such modifications.

We determine what risks we are willing to accept and weigh up the security

costs against the resulting residual risk (risk appetite).

• Any application functionality that has been designated as a risk by the risk

analysis and which is not needed for the operation of the application, is

disabled.

• Every organisational division and project must demonstrate that information

security measures are applied in order to meet information security

requirements.

• Where possible, we make security measures configurable (parameterise), so

that we can adjust measures at a later stage, if necessary, without complex IT

modifications.

• Information security does not compromise the necessary functionality of an

application.

• Even unforeseen actions should not affect the secure state of a process or

system; it should not be possible for an error to result in a security measure

being circumvented.

• Dealing with errors should be part of every security design and error messages

should not reveal any sensitive data.

Alternatives • Adding information security measures retrospectively. This is not to be desired,

as it is inefficient. It could lead to higher costs, reduce the effectiveness of the

measures and increase the likelihood of incidents.

• Open as standard / on as standard. Every function of a system is on, as standard.

Although this enhances user options, it exposes the environment to misuse

through unforeseen use of the extra functionality.

• Security by obscurity - measures based on the secrecy of design and

implementation. This is not to be desired, as leaks about the design could lead

to vulnerabilities. Also, through reverse engineering a design can be (to a great

extent) revealed.

Comments • In applying this principle, we are aiming to ‘keep it simple’.

• Leads to design principle of ‘closed, as standard’ / ‘off, as standard’ (deny by

default).

• Comparison with a lock: if none of the keys fits, then the lock remains locked.

• Error messages that do not make clear whether an information security-related

issue has arisen or not, are not to be desired.

9.3 Layered defence 

Layered defence 

Description Having layers means more powerful security through various complementary 

measures at multiple levels.  

Rationale It is possible that one or more security measures will fail. It is therefore a good idea 

for defence to consist of various layers so that if one measure fails, another is still 
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able to provide protection. Various types of measure - prevention, detection, 

repression, and correction - all help here. 

Implications • Security measures at every level (server infrastructure, network, databases,

applications, end-point devices, organisational processes, end-users, etc.).

• When designing a solution, it should be assumed that the security measures on

which it is to rely will be fallible. A careful balance should be made of what

measures could be taken in a solution’s components, in harmony with existing

measures. Account should also be taken of the aspect of proportionality.

• Security measures complement each other and differ from one layer to the next.

Alternatives • Perimeter-based security. Once in a trusted environment, it is assumed that no

additional security is needed. This is not a desirable state of affairs, because in

such cases attackers will gain unlimited access to all systems by compromising

just one point in the network.

Comments This principle supports the following general architecture principles: 

• Information security is proportional.

9.4 Access only after explicit permission 

Access only after explicit permission 

Description No more access rights are granted than are necessary for a particular function to be 

carried out securely. This includes: 

• Default deny - access only with explicit permission.

• Least privilege - no more access rights are granted than are necessary for a

particular function to be carried out securely.

• Segregation of duties – for important functions, at least two people are needed

for carrying out a function. An example is that of entry and approval, where one

person’s entry has to be approved by someone else.

Rationale With ‘default deny’ and ‘least privilege’, we reduce the likelihood of unauthorised 

access to data. 

‘Segregation of duties’ makes it more difficult for one person to commit fraud. 

Implications • Granting access to information always requires explicit action on the part of the

owner of the data.

• Access rights to stored data are set at ‘off’ as standard, for everyone, unless

explicit rights have been granted.

• Segregating an important function into two smaller functions that are carried

out by different individuals.

Alternatives • Default allow: verification of access only for selected data; access to data is

granted as standard, unless it is stated explicitly that access to specific data is

not allowed. This is not to be desired: although it increases access, it also
increases the likelihood of sensitive data not being protected. This is most

likely to result from human error in particular, where a user simply does not

know or forgets that the data should be protected.

• Assigning more rights than are necessary for a function. Although this may be

more user-friendly, it is not to be desired because unnecessary rights could lead

to errors or fraud, accidentally or otherwise.

Comments This principle supports the following general architecture principles: 

• Components have an owner, so that responsibility is laid down.
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9.5 Secure hardware and software 

Secure hardware and software 

Description Hardware and software used by the AUAS should be secure. The likelihood of 

design, program, configuration and production errors should be minimised because 

of the vulnerabilities that they could entail.  

Rationale Program and configuration errors in software can cause major vulnerabilities in 

applications and infrastructure. Vulnerabilities in the software layer can completely 

negate security measures on the remaining layers (infrastructure, etc.). The software 

should therefore be produced in a secure manner. Non-secure software will make 

the AUAS vulnerable to attacks.  

Production and configuration errors in hardware could completely undermine 

security measures in software. 

Implications • Secure-coding standards should be applied when software is being developed 
for the AUAS.

• As software is developed, code reviews and security penetration tests should be 
carried out.

• Whenever software is purchased, checks should be made to ensure that the 
supplier applies secure-coding standards and deploys penetration tests (with 
assurance reports or certificates, if possible).

• When coding and testing, automation tools should be used for quickly and 
efficiently detecting any vulnerabilities.

• A secure software development process should be developed and implemented.

• Select secure software development as standard (such as CIP SSD)

• Configurations and modifications to configurations are reviewed (at detail level 
using the four-eye principle) and only applied after the change management 
process has been gone through.

• Vulnerabilities in hardware, software, firmware and middleware are subject to a 
risk analysis and mitigated if necessary.

Alternatives • Simply trusting the quality of software developers, both when purchasing and

during in-house development. This is not a good idea, given that developers

mostly focus on functionality (‘use cases’) and not on misuse of the system

(‘abuse cases’).

Comments Against the background of this principle, suppliers (including those who have been 

used before) should be selected on the basis of explicit security requirements as 

well. 

9.6 Traceable data processing 

Traceable data processing 

Description To make processing traceable, we keep a record of relevant electronic processes. 

For each system in which data can be processed, we select which data processing 

should be recorded for the purposes of traceability. This selection is based on the 

risks associated with the processing of the data.  

Rationale Traceability is needed to be able to trace misuse and errors and assess the impact of 

any incidents. This applies to theft (breach of confidentiality), manipulation and 

unintended modifications (breach of integrity), and to disruptions (breach of 

availability). 

Implications • Relevant processing of digital data is logged. The set of relevant processes are

determined on the basis of a risk assessment for each process/system. (Note: in

the case of personal data, processing also includes viewing.)
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• The logging should be separate from the processing itself - in other words,

nobody should be able to amend the log of their own actions. Ideally, logging

should be transported to a central log server, where it is available for

monitoring (real time) and investigation (retrospectively).

• Applications should be developed and built so that the traceability of actions is

logged.

• Guidelines on logging should be present and should be adhered to.

Alternatives Relying completely on preventive measures. This is not to be desired, because 

without traceability / registration, the effectiveness of the preventative measures is 

difficult to demonstrate, as well as the fact that this would be in breach of the law 

(GDPR). Moreover, we assume that measures can fail; in the event of failure, 

traceability is essential for the purpose of determining the impact of a security 

incident. 

Comments Logging is associated with purpose limitation. The Acceptable Use Policy (ICT 

facilities rules for users) for AUAS employees includes a procedure for the use of 

log information for specific research purposes. 

9.7 Information is classified 

Information is classified 

Description Each owner classifies the information under his/her responsibility, according to the 

aspects of availability, integrity and confidentiality. 

Rationale By classifying every information set, we can apply different types of security 

measures. This means the security measures we take can be in proportion to the 

specific risks associated with the information in question. 

Implications • Ownership of all information at the AUAS is set down. An owner is defined 

for every collection of information and every system.

• Each owner is him/herself responsible for classifying his/her own information 
in terms of its availability, integrity and confidentiality. A standard guideline 
and assistance from an information security specialist should be available to 
help clarify the classification process.

Alternatives • Centralised classification. This is not to be desired, because owners themselves

are best placed to assess how sensitive their information is.

• No classification of data. Without any classification, less sensitive information

will be subject to the most onerous security measures, undermining the

proportionality of the information security.

Comments This principle supports the following general architecture principles: 

• Ownership and control are organised effectively.

• Each item of data has one source.

• Information security is proportional.

9.8 Scans for vulnerabilities are carried out, as is monitoring for attacks 

Scans for vulnerabilities are carried out, as is monitoring for attacks 

Description Infrastructure and applications are scanned for vulnerabilities. Traffic flows and 

information in log files are monitored in order to identify any attacks. 

Rationale Vulnerabilities could result in UvA and AUAS information, infrastructure, or 

applications being compromised. Most attempts at gaining unauthorised entry 

succeed because systems are not properly secured for preventing standard 

vulnerabilities. Attacks are a daily occurrence; monitoring can help recognise 



Page 11 v 1.0 / 07 Dec 2020 

possible attacks at an early stage. Monitoring activities are also aimed at abnormal 

behaviour and traffic flows. 

Implications • Establish logging and centralised collection of critical infrastructure

components.

• Active monitoring of the infrastructure for information security-related

incidents, such as suspicious behaviour by internal and external components.

• Structural and periodic monitoring for vulnerabilities in the infrastructure.

Alternatives • Not scanning for vulnerabilities. Not scanning leads to being caught off-guard

by attacks or notifications of vulnerabilities by third parties.

• No logging or monitoring may lead to more significant damage retrospectively,

if it becomes clear that an attack has taken place as a result of system failure or

the compromising of information.

• Only apply patching as a measure. Although patching is the most effective

measure against vulnerabilities, it appears in practice that standard software can

also use components that are vulnerable and not covered by support. Scanning

for vulnerabilities is needed in order to raise the issue with the supplier.

Comments Vulnerabilities are classified as standard with the help of the Common Vulnerability 

Scoring System (CVSS) score. The classification of vulnerabilities is useful when 

prioritising patches. 
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Appendix A References 

Reference Document 

[ArchPrin] “Architectuurprincipes UvA-AUAS v2.0” - 20 November 2017 - can be requested from 

architectuurcommunity@hva.nl 

[IBBeleid] Informatiebeveiligingsbeleid Amsterdam University of Applied Sciences, 23-10-2018 

[NORA] Nederlandse Overheid Referentie Architectuur, 

https://www.noraonline.nl/wiki/Principes_voor_beveiliging 

[RvVG] Acceptable Use Policy, Regels voor verantwoord gebruik van ict-faciliteiten voor 

medewerkers van de AUAS: Rules for responsible use of ICT facilities 

AUAS ENG:  
https://www.amsterdamuas.com/practical-matters/general/auas/its-si/ict-code-of-conduct/ict-code-of-
conduct.htm
AUAS NL: https://www.hva.nl/praktisch/algemeen/hva-breed/its-si/ict-gedragsregels/ict-
gedragsregels.html

[TOGAF] The Open Group Architecture Framework (TOGAF), v9 

https://publications.opengroup.org/togaf-library 

Appendix B Sources 

The information security principles have been created using the following sources: 

# Source document 

1 UvA/AUAS Architecture principles 

2 Security Architecture Principles guide – SURF IBO, 27 November 2012 

3 Draft model of information security policy SCIPR v3.0 – dated 29-08-2019 

4 NIST - Generally Accepted Principles and Practices for securing Information Technology 

Systems - https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=890092

5 PvIB – Expert brief Security Principles - 

https://www.pvib.nl/kenniscentrum/documenten/expertbrief-security-principes-nl/downloaden 

6 PvIB – Article “Ontwikkelingen rondom security in architectuur”- IB-magazine 2019 

edition 5 

https://www.pvib.nl/actueel/ib-magazines/ib-magazine-2019-5 (viewable only by members) 

7 HORA principles - 

https://hora.surf.nl/index.php/Principes_voor_informatievoorziening 

8 NORA IB section -  

https://www.noraonline.nl/wiki/Beveiliging/Inleiding 

9 Security principles of the University of Twente - 

https://www.utwente.nl/nl/sb/beleidsterreinen/universitair-

informatiemanagement/informatiearchitectuur/architectuurprincipes-ut.pdf 

https://www.noraonline.nl/wiki/Principes_voor_beveiliging
https://extranet.uva.nl/content/a-z/ict-gedragsregels/ict-gedragsregels.html
https://extranet.uva.nl/en/content/a-z/ict-code-of-conduct/ict-code-of-conduct.html
https://publications.opengroup.org/togaf-library
https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=890092
https://www.pvib.nl/kenniscentrum/documenten/expertbrief-security-principes-nl/downloaden
https://www.pvib.nl/actueel/ib-magazines/ib-magazine-2019-5
https://hora.surf.nl/index.php/Principes_voor_informatievoorziening
https://www.noraonline.nl/wiki/Beveiliging/Inleiding
https://www.utwente.nl/nl/sb/beleidsterreinen/universitair-informatiemanagement/informatiearchitectuur/architectuurprincipes-ut.pdf
https://www.utwente.nl/nl/sb/beleidsterreinen/universitair-informatiemanagement/informatiearchitectuur/architectuurprincipes-ut.pdf
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Appendix C General UvA / AUAS architecture principles 

The AUAS architecture community adopted the general architecture principles on 20 November

2017. These 24 principles are based on the following starting points: 

• We should be in control of the information.

• Information should be easy to find and usable.

• Employees and students should be able to work on information together.

• Teaching and research are priorities.

• We should be in control of the information provision landscape: how do you keep the

provision of information affordable and manageable?

The 24 principles are: 

1. Teaching and research are priorities
2. We inform clearly and unambiguously

3. Relationship between teaching and research

4. Internationalisation - accessibility

5. Sourcing in each unit

6. Optimum availability of data during changes

7. Information provision services usable for external (including international) collaboration

8. Information is accessible to those with a functional impairment

9. Components are centralised

10. Ownership

11. Re-use for purchases for building

12. Information provision to be sustainably structured

13. Process standardisation

14. One standard service vehicle for each type of integration scenario

15. One-off logging in

16. Identity management is determining factor for authorisation and authentication

17. Independent of time, place, or device

18. Verification of the party supplying the information

19. Information is allocated a classification

20. Documents that should be archived available in record management system

21. Maintenance in the source

22. Usual open standards

23. End-to-end monitoring

24. Infrastructure highly available and scalable

The architecture principles are laid down in the ‘Architectuurprincipes UvA-AUAS v2.0’

document dated 20 November 2017 and can be requested from architectuurcommunity@hva.nl. 


	Contents
	1 Introduction
	2 Target group
	3 Scope
	4 Purpose
	5 Starting points
	6 Roles and responsibilities
	6.1 Chief Information Security Officer (CISO)
	6.2 Architects
	6.3 (Faculty) Information Security Officer ((F)ISO)

	7 Policy implementation
	8 Principles
	8.1 What is a principle?
	8.2 Format of the principles

	9 Information security principles
	9.1 Information security is in proportion to the risks
	9.2 Security by design and by default
	9.3 Layered defence
	9.4 Access only after explicit permission
	9.5 Secure hardware and software
	9.6 Traceable data processing
	9.7 Information is classified
	9.8 Scans for vulnerabilities are carried out, as is monitoring for attacks

	Appendix A References
	Appendix B Sources
	Appendix C General UvA / HvA architecture principles



