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1 Introduction 

The Guidelines on Passwords and Authentication tools are a further elaboration of 
the Authorisation Policy [AUTH] and describe the requirements security codes must 
meet, along with the prescribed use of authentication tools and methods.  

For the purposes of these guidelines, the definition of ‘user’ is extended to include an 
organisation, department, person, technical system or process. 

2 Target group 

This document is relevant for anyone who is involved in the implementation and 
maintenance of authentication and authorisation processes, e.g., how to log into 
systems, applications and services. 

3 Objective of the guidelines 

The objective of these guidelines is to elaborate the requirements with regard to: 

• The composition and use of security codes;

• Allowable forms of person-specific proof of identity;

• The use of authentication tools.

4 Identification 

Verifying the identity of an individual person requires valid proof of identity. The 
following documents are accepted as valid proof of identity: 

• A Dutch passport or passport/ID card issued by a country in the EU or EEA.
Passports from all other countries must have a valid visa sticker/stamp;

• A Dutch identity card;

• A refugee travel document issued by the Dutch government;

• An alien's travel document issued by the Dutch government;

• A residence permit or Foreign Nationals Identity Document;

• A Dutch driving licence.

The following also applies: 

• The proof of identity must not be expired;

• The proof of identity must be original (no copies);

• A student ID card, bank card, etc. is not considered valid proof of identity.

5 Authentication 

Authentication is a process that involves checking to see whether a user (purported 
identity) is really who they say they are. In other words, authentication is when you 
verify the authenticity of the ‘displayed’ means of identification.1  

In order to verify the authenticity, use will be made of: 

1 See also the Authorisation Policy [AUTH], section 9. 
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• Authentication tools, see §5.1,

• Authentication factors, see §5.2,

• Authentication methods, such as one, two or multi-factor authentication, see
§5.3 and

• Authentication channels, see §5.4.

5.1 Authentication tools 

Authentication tools are tools that constitute, contain or produce a security code. 

Security codes (including passwords) are therefore in and of themselves a type of 
authentication tool. Because multiple types of security codes exist, these will be 
addressed in a separate section, see Section6. 

The following sub-sections deal with the authentication tools that contain or produce 
a security code and the requirements which the organisation has established for 
these tools. 

Certificate 

A certificate is an electronic document that serves as a digital passport for the owner 
of that file. It combines the user's identity with a public key that has been verified by 
the party that issued the certificate (i.e., the certification authority, CA) using a secret 
key. 

An EV certificate is a certificate that meets specific international criteria for identity 
verification. These detailed criteria (the issuance requirements) must be met before a 
CA will issue a certificate.2  

X.509 certificates3 are an accepted means of authenticating users. See Bijlage B
“Using authentication tools” for a description of proper use.

Hardware tokens 

Hardware tokens are small devices with a chip that generate one-time security codes 
(based on a secret encryption key) using one of the following methods: 

• One-time Password (OTP)4

• HMAC-based One-time Password (HOTP)5

• Time-based One-time Password (TOTP)6

• Challenge–response authentication7

Hardware tokens support the transmission of the security code in a variety of ways 
(channels): via a screen, via Near-field communication (NFC)8 or via USB. 

Hardware tokens are an accepted means of authenticating users, provided such 
tokens are issued by a trusted party contracted for this purpose who links the token 

2 See https://en.wikipedia.org/wiki/Extended_Validation_Certificate 
3 See https://en.wikipedia.org/wiki/X.509 
4 See https://en.wikipedia.org/wiki/One-time_password 
5 See https://en.wikipedia.org/wiki/HMAC-based_One-Time_Password 
6 See https://en.wikipedia.org/wiki/Time-based_One-Time_Password 
7 See https://en.wikipedia.org/wiki/Challenge%E2%80%93response_authentication 
8 See https://nl.wikipedia.org/wiki/Near-field_communication 
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to the specific user. See Bijlage B “Using authentication tools” for a description of 
proper use. 

Software tokens & authentication apps 

Software tokens and authentication apps are software/apps that generate a one-time 
security code (based on a secret key) using the same methods set out under 
‘hardware tokens’. 

Authentication apps can also support the option to receive user verification via a 
separately-established channel, so that it is possible to request verification by a 
different means (see also §5.4). 

Software tokens and authentication apps are accepted means for authenticating 
users, provided they are issued by a trusted party contracted for this purpose who 
links the token to the specific user. See Bijlage B “Using authentication tools” for a 
description of proper use. 

5.2 Authentication factors 

There are three types of authentication factors: 

• Knowledge: Something you know, such as a security code.

• Possession: Something you have, such as a chip card, a system with a
certificate, a device with an authentication app or a hardware token.

• Characteristic: Something you are, such as biometric characteristics: your
fingerprint, facial recognition or iris scan.

A given authentication procedure may make use of one or more factors and it is 
possible to require that at least two different factors be used. For more on this, see 
§5.3. Certainty (and therefore security) can also be enhanced by requesting
additional characteristics from the authenticating system or user. For more on this,
see §7.2.

5.3 Authentication methods 

The authorisation policy [AUTH] describes four possible methods of authentication: 

• No authentication required

• One-factor authentication

• Two-factor authentication

• Multi-factor authentication

No authentication 

No authentication takes place; the user does not need to be identified before access 
is granted. An example of this is when a user wants to view information that can be 
shared with the public, such as the public website. 

Granting access to information or services without authentication is permitted only if 
the information to be accessed is classified as: Level of confidentiality = Public9. 

9 See the Classification Guideline [ClassRL] for more information on the classification of information. 
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One-factor authentication 

One-factor authentication is verifying the user's identity based on a single 
authentication factor. This one factor can be either knowledge, a possession or a 
characteristic.10 

One-factor authentication is the standard authentication method and must be applied 
from classification level Low for Integrity and/or Confidentiality9. 

If the security of the infrastructure is at risk, two-factor authentication must be applied 
(at minimum) from classification level Low: for instance, in the case of services which 
are accessed via the internet. 

Two-factor authentication 

Two-factor authentication is verifying the user's identity based on two different 
authentication factors from the set (Knowledge, Possession, Characteristic). 

This prevents a situation where merely having or guessing the security code is 
enough to gain access to an account. 

Using the same authentication factor twice (e.g., knowledge + knowledge or 
possession + possession) is not valid use of two-factor authentication. 

Use of two-factor authentication is compulsory in the following situations: 

• For users who have access to information classified as ‘Medium’ (with regard
to Integrity and/or Confidentiality);

• For users who have access to administrator accounts;

• For services that can be accessed directly via the internet through a log-in
procedure.

Multi-factor authentication 

Multi-factor authentication is verifying the user's identity based on two or more 
different authentication tools, while also making use of at least two different 
authentication factors. One of these factors must be a possession, meaning the 
user's identity is verified based on a valid official document11 (potentially by a trusted 
third party). 

A few examples of multi-factor authentication combinations are (not exhaustive): 

• Knowledge (password) + possession (hardware token issued by a help desk
using face-to-face ID check with passport)

• Knowledge (password) + possession (certificate) + characteristic (fingerprint).

The use of multi-factor authentication is a custom solution that is applied for 
managing access to information with a High classification in Integrity and/or 
Confidentiality. 

10 See sub-section 5.2 
11 See “Level 5: face-to-face identity verification” in [AUTH] §8.3. 
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5.4 Authentication channels 

Authentication channels are the transport channels through which the identification 
and authentication of the user take place. For a list of channels, see Bijlage B.  

When authentication requires multiple pieces of information and/or factors, the 
requirement is that the authentication procedure must make use of at least two 
different channels. This is also known as out-of-band authentication and applies to: 

Two-factor authentication. 

Multi-factor authentication. 

When one-factor authentication involving user name and password is used, both of 
these pieces of information are sent via the same channel. When those pieces of 
information are issued, however, the user name and password must be sent 
separately over two different channels. 

The rationale behind out-of-band authentication is preventing man-in-the-middle 
(MitM) attacks. 

‘Different channels’ is understood to mean: 

• Different types of channels, as described in Bijlage B, are used; or

• A secure TLS network channel can be considered a ‘separate’ channel if at
least one of the two communication terminals applies a different certificate for
the channel's encryption12.

A channel may be either secure or unsecured: 

• An unsecured channel offers insufficient protection for the confidentiality and
integrity of the information being transmitted. Examples of this include: Email,
SMS, phone calls, a wireless keyboard and network traffic without (TLS)
encryption, due to the possibility of the information being intercepted and/or
modified along the way.

• A secure channel, on the other hand, offers sufficient protection for the
information being transmitted. This is achieved by means of:
o State-of-the-art encryption (network);
o A separate channel (wired keyboard, USB, screen input13) or
o An ultrashort communication channel (near-field communication or NFC).

5.5 Biometric authentication 

Biometric authentication is authentication based on something you are: this is the 
‘characteristic’ authentication factor. This authentication is carried out by means of a 
fingerprint scanner, facial recognition or iris scanner and is often used as an 
alternative for a PIN code or password. While this increases ease of use, it does not 
always result in stronger authentication. 

12 The rationale here is that, in practice, it is impossible to avoid a physical path that is not at least partially 
identical. A differently encrypted path is therefore considered to be a different (differently secured) channel. 

13 Several of these channels retain other vulnerabilities; for more on this, see §7.2. 
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Guidelines for the use of biometric authentication are: 

1. Biometric authentication may not be used; the institution has no valid grounds
for processing personal data of a biometric nature. Always consult the Data
Protection Official (DPO) and the CISO of the institution.

2. That being said, biometric authentication may be used on a voluntary basis on
smartphones, tablets and laptops intended for use by a single individual14,
subject to the following conditions:

a. The biometric data is not accessible to the institution, its suppliers

and/or third parties.

b. Used only in combination with (at minimum) two-factor authentication,

except when it grants access to only the local device.

Guidelines for the use of biometric authentication are: 

1. After a maximum of five failed authentication attempts, one of the following
rules will apply:

a. Set a delay of at least 10 seconds before the next attempt, increasing

the delay for every subsequent attempt (e.g., a 20-second delay after

the next failed attempt, a 40-second delay following the attempt after

that, and so on).

b. Make an alternate means of authentication available. This alternate

means must not conflict with the two-factor or multi-factor authentication

method.

6 Security codes 

Security codes are secret codes known only to the user, which are used to verify that 
user's identity. Security codes can take many forms, including PIN codes, passwords, 
unique one-time codes and swipe codes. 

With one-factor authentication, the identity of the user is verified based on a single 
secret code such as a PIN code, user name & password or a unique one-time code 
issued to the user by a trusted party. These characteristics must be sufficiently 
strong. ‘Sufficient strength’ is achieved through a combination of factors. 

This section sets out the guidelines that ensure a sufficiently strong security code. 

6.1 Standard password 

Standard requirements for a password (and its use and support) are: 
1. A minimum length of 12 characters, allowing for the use of all characters

including spaces.

2. Password may not be similar to:
a. The name of the user.

14 In this context, ‘use by a single individual’ refers to work-related use according to the relevant institutional 

guidelines. 
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b. The user's email address.
c. The ID assigned to the user by the institution.
d. A single word found in the dictionary.
e. Permutations and/or combinations of ‘a - d’.
f. A series of repeating or consecutive characters.

3. The password may not be identical to a password that has been leaked, e.g.,

a password that is on public lists of breached passwords.

4. The ability to enter a password will be limited following five failed attempts (in

which an incorrect password was entered). This is done as follows: set a delay

of at least 10 seconds before the next attempt, increasing the delay for every

subsequent attempt (e.g., a 20-second delay after the next failed attempt, a

40-second delay following the attempt after that, and so on).

5. Systems must permit passwords up to at least 64 characters in length.
6. Monitoring and follow-up on excessive failed log-in attempts across multiple

accounts.
7. Awareness regarding correct use of passwords as defined in these guidelines.
8. Users should use unique passwords for different purposes.

9. Two-factor/multi-factor authentication is used on services where it is
compulsory according to these guidelines.

The following requirements explicitly do not apply (as a standard) because these 
requirements are ineffective/not effective enough: 

Requirements pertaining to the complexity of a password, such as the use of 
numerals, capital or lowercase letters or special characters. 

Updating passwords regularly. 

Setting limits on the last x no. of passwords used. 

Blocking an account after x no. of failed log-in attempts. 
There are other requirements that achieve the same ends with lower costs and less 
inconvenience. See also Bijlage C for further explanation. 

That notwithstanding, these requirements can be applied – following a risk analysis – 
as compensating measures in situations where it is not possible to comply with the 
standard policy. 

In a situation where, contrary to the recommendation of the authorisation policy15, 
use is made of a functional account or group account, the account in question must 
have a term of validity not longer than one year, after which there will again be 
deliberation/decision-making as to whether to extend the validity of the account. 

6.2 Administrator password 

An administrator password is a password that is used for roles with greater 
privileges, i.e., those authorised to carry out both technical and functional admin 
tasks. 

Administrator passwords are subject to the following requirements: 

All standard password requirements apply; 

15 See [AUTH] §8.2 point 3. 



 Must have a minimum length of 16 characters. 

6.3 Service account password 

A service account password is a password that is used for a technical, system or 
service account, i.e., an account that individuals are not permitted/not able to use. 

Service account passwords are subject to the following requirements: 

All standard password requirements apply; 

Must have a minimum length of 32 characters. 

6.4 Unique one-time code 

A unique one-time code is a code that consists of a randomly generated code 
(without a ‘shared secret’) and includes at least a PIN code; it can also be a more 
complex code when the context of usage requires it. 

The use of a unique one-time code should be limited to situations involving a 
temporary password or activation code with a limited term of validity. The term of 
validity for a one-time unique code depends on the channel that is used to transmit it. 

• When it is transmitted via an unsecured channel (such as email or

SMS), the code may not remain valid for longer than 1 hour.

• When transmitted via a secure channel, the code may not remain valid

for longer than 24 hours.

6.5 PIN code 

PIN codes are a simplification of the standard password (§6.1) and are therefore 
unsuitable for use as one-factor authentication. A PIN code can, however, be used: 

• On smartphones, tablets and laptops used by a single individual14.

• In combination with two-factor or multi-factor authentication (§5.3).

There are no general guidelines in effect for PIN codes, as the manner of use and 
attendant risk depend strongly on the context in which they are used. A risk analysis 
of the case in question should be used to determine the feasibility of using a PIN 
code and the desired strength. 

With regard to unlocking smartphones or tablets on which corporate data is stored, a 
PIN code must have a minimum of five digits and include at least three different 
numerals16. 

6.6 Swipe code 

A swipe code is a pattern created by drawing lines to connect multiple points. 

16 Rationale is that, for input where no automated entry but only manual entry is possible, the number of possible 
combinations can be reasonably limited as follows: five digits, three of which must be different, yields 

10x10x10x9x8=72,000 possible combinations. If the ‘easy to guess’ combinations are among the first 10%, there 

are still some 7,200 combinations left to try (manually), which is a reasonable degree of security. The ‘easiest’ 

1% of guessable combinations are excluded from possibility by the need to have at least three different numerals. 

v 1.0 / 27-05-2022
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Swipe codes are a simplification of the standard password (§6.1) and are therefore 
unsuitable for use as one-factor authentication. A swipe code can, however, be used: 

• On smartphones, tablets and laptops used by a single individual14.

• In two-factor or multi-factor authentication (§5.3).

When a swipe code is used, the code must involve connecting at least seven points 
(in order to achieve a strength comparable to that of a PIN code16).  

Source: [Goodin] 

7 Practical application 

7.1 Permitted combinations of methods, tools and channels 

Bijlage B describes the combination of authentication methods, tools and channels 
which can be used, depending on the classification of the information and the 
relevant context. 

7.2 Attestation 

Attestation is requesting extra information in order to obtain additional certainty when 
verifying the identity of a user. This extra information might pertain to security (or 
other) characteristics of the authenticating device, or to characteristics of the system 
from which the user is approaching it17 or to the location of the user themselves. 

Attestation is a custom solution for dealing with information with a High classification. 

7.3 Handling security codes and authentication tools 

The security of a given code or tool also depends to a large extent on how the user 
handles it. Users are expected to: 

1. Avoid reusing codes, in order to prevent previously hacked codes from being
used to breach other systems.

2. Use a password manager that can store a large number of security codes and
can generate codes that are long and unique.

3. Be vigilant in preventing ‘shoulder surfing’ when entering codes via a screen.
Shoulder surfing is looking over someone’s shoulder while they are logging in,
in order to obtain their security code.

17 See [NIST SP-800-63B] §5.2.4 Attestation 
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4. Store their NFC cards in a metal case suitable for that purpose in order to
prevent unwanted scanning.

7.4 Support 

For questions about which products and services are available, or which products are 
suitable for use in a given context, please contact the local (F)ISO for your faculty or 
service department. 
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Bijlage A Level of Assurance system 

This annex further elaborates the Level of Assurance (LoA) system initially set out in 
[AUTH] Annex A. 

The various LoAs are defined as follows: 

LoA 0 No confidence in the asserted identity 
LoA 1 Little confidence in the asserted identity 
LoA 2 Some confidence in the asserted identity 

LoA 3 High confidence in the asserted identity 
LoA 4 Very high confidence in the asserted identity 

The LoA is determined by the level of identification and the level of authentication 
according to the principle in the following table: 

Source: https://wiki.surfnet.nl/display/SsID/Levels+of+Assurance

The aspect with the lowest score (the lowest level of identification/authentication) 
determines the overall score. 

https://wiki.surfnet.nl/display/SsID/Levels+of+Assurance
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Bijlage B Using authentication tools 
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Eenmalige unieke code ✓ ✓
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✓
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✓ ✓ Eenmalige activatie code

Standaard wachtwoord ✓ X X X X ✓ ✓ Systemen, accounts

Pincode ✓ X X X X ✓ ✓ Mobiel apparaat, card

Swipe code ✓

Biometrisch X ✓ X Persoonlijk gekoppeld apparaat

Certificaat X X ✓ ✓ ✓ Systeem of persoonsgebonden

Hardware token X X X ✓ ✓ Persoonsgebonden

Software token ✓ X X X X ✓ ✓ ✓ ✓

Maatwerk oplossing

Legenda

✓ Toegestaan

X Niet toegestaan

Niet van toepassing

1)

2)

Kanalen

Dit is een onveilig kanaal; er geldt een kortere levensduur van de eenmalige code van 1 

Onder beveiligd netwerk valt ook:

* Beveiligde video verbindingen, zoals Teams, Webex en Zoom

* Beveiligde chat verbindingen, zoals Teams chaten Signal app.



Bijlage C Outdated password requirements 

Current practice includes the use of a wide range of measures to prevent passwords 
from being compromised. A number of these measures are subject to increasing 
criticism because they are proving insufficiently effective, in part because the ‘costs’ 
to the organisation are not being weighed in decision-making. This annex explains 
why the current guidelines no longer include the use of the measures described 
below, based on [NIST-SP800-63B] annex A. 

1. Setting requirements for the complexity of passwords.

Costs: Added costs to the organisation are that users find it more difficult to 
remember complex passwords and therefore tend to store them in insecure places. 
Users also tend to make fewer changes when updating such passwords (one letter), 
in effect introducing more vulnerabilities. 
Alternatives: Rather than requiring the use of complex passwords, it is much more 
effective to disregard the complexity, slightly increase the length of passwords, use 
strong encryption and salted hash when storing passwords, establish a time limit for 
repeated failed attempts to enter a password, let users create passwords in the form 
of a sentence and/or apply two-factor authentication. 

2. Updating passwords regularly

Costs: The effectiveness is virtually cancelled out because (as research has shown) 
users tend to update their existing password in a predictable way, such as by adding 
a consecutive number. 
Alternatives: Rather than requiring regular password updates, it is more effective to 
increase the minimum length of the password and apply two-factor authentication. 

3. Setting limits on the last x no. of passwords used.

Costs: Added costs to the organisation are that this measure introduces an 
additional vulnerability: multiple passwords are stored for each user, which means a 
larger number of passwords which could fall into the wrong hands, potentially making 
it possible to recognise a pattern so that it becomes easier to guess the current 
password.  
Alternatives: It is more effective to increase the length of the password and apply 
two-factor authentication. 

4. Blocking an account after x no. of failed password attempts.

Costs: Added costs to the organisation are that this measure can result in disruption 
to the business process and place an additional burden on the help desk. It also 
results in frustration for the end user, who might then seek out alternatives which are 
even less secure. 
Alternatives: Rather than blocking the account, it is much more effective to install a 
(potentially increasing) delay in the form of a time limit for repeated failed attempts to 
enter a password and/or apply two-factor authentication. 
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