
Thematic Semester on Cyber Security 

 

Pre-requisites 

 Good programming skills  
 Basic knowledge of systems and networking 

 

Introduction 

This semester is developed and is taught together with experts from  cyber security companies. 

Professionals from security companies on the one hand and lecturers and students on the other, all work 

and learn together in the projects. 

The courses in this semester are offered just-in time. This way the contents of the semester is constantly 

updated with the expertise gained in the projects. 

 

Learning goals: 

Listed under project and courses 

Project and courses 

The thematic semester consists of one project and 4 courses 

- The project    11 ECTS 

- Threat Intelligence   4 ECTS 

- Threat Hunting    4 ECTS 

- Infrastructure    4 ECTS 

- Software security   4 ECTS 

 

The following electives are offered to earn the full semester load of 30 ECTS or more 

 English Writing    1 ECTS 

 Intercultural Skills   2 ECTS 

 Survival Dutch    2 ECTS 

 

The project (11 ECTS) 

Students work on assignments from companies in the Security Lab at the University.  

This Security lab is based on two perspectives: Industry and Education: Professionals from security 

companies on the one hand and lectures and students on the other, all work and learn together in the 

Innovation Lab. 

Industry: Companies have the chance to use the innovative thinking power of the young generation. They 

in turn, offer the young generation the know-how and experience of well experienced professionals. Adding 

a research aspect to this mix results in truly professional education. 

Assignments from companies are carried out by security and forensic students, together with their lecturers 



as supervising co-workers.  

 

Course: Threat Intelligence (4 ECTS) 
 
This course covers the following:  'Assets, Vulnerabilities, Threats, Risks, Safeguards and 
Mitigation' and their relation to Security. 

 

Learning goals 

Learning about risks that play a role in security. Analysing, modelling and reporting on the 

Business Process risks, drawing up contingency plans 

 
 
Course: Threat Hunting (4 ECTS) 
 

This course covers topics such as 'Handling Incidents via Detection, Reaction and Mitigation'.  
 
Learning goal: 
Learning about incident response 
 
 
Course: Infrastructure (4 ECTS) 
This course examines issues related to infrastructure security from the point of view of 

networks.  Starting with the Internet, the most pervasive network infrastructure in all our lives 

today, we move to look at issues in corporate internal networks and finish off looking at the 

boundary between these two - focusing on how organisations expose themselves to risk via 

their web based applications. 

Learning goals 

Students will learn about the widespread weaknesses in network infrastructures, learn how attackers 
exploit these weaknesses and be challenged to think of mitigations to those attacks. 

Course: Software security (4 ECTS) 
This course is focused on the attacker's perspective.  We will look at the theory and practical 

application of software exploitation.  This is an introductory course, so no prior software 

exploitation experience is necessary, however you will need to be able to do some coding - python 

is recommended but you are free to choose another language to code in if you wish.  You will be 

working extensively with a debugger - Immunity is suggested but once again you are free to 

choose another debugger.  You will be exposed to assembly language and the relationship 

between assembly and exploit code.  All practical work will be based on a WIN32 environment 

and will provide a solid foundation for further study into software exploitation in newer and more 

complex systems. 

Learning goals 

Students will gain a beginning understanding of how software is exploited.  They will learn about the 

"cat and mouse" game which is the history of software exploitation.  They will be exposed to fuzzing and 



software debugging from an offensive viewpoint.  They will also be exposed to assembly language and 

gain insight into how attackers build exploit code (shellcode). 


