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=4\ Introduction ;

— Fighter Aircraft Pilots training:

* Currently based on cause-and-effect hazard

analysis

* Not embracing systems thinking

— Research question: Could an analysis based
on the STPA method reveal deficiencies in

current fighter pilot training programs?
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Methodology ;

— Two F-16 A/C, standard A/A configuration.

— Air Combat Maneuvers (ACM) in a training

area.
— Hazards as stated in manuals and SOPs.

— Application of the STPA method.

— Comparison of results with current training

program.
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: :, Assumptions. :;

- Pilots fit to fly and trained.
- Organizational factors not considered.
- Airworthy A/C.
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Application of the STPA

— Safety Constraints with Control Actions and
Feedback Mechanisms.

[In total 9 safety constraints (SCs)]

No

Safety constraints

Control actions

Feedback mechanism

1

Do not violate
minimum distance
separation 1000ft.

At 90001t put the head on
aircraft 20 degrees off
boresight.

At 6000ft both aircraft turn
towards clear flight path.

[U—

Aircraft radar.

2.  HUD track target indicators.

3. “Brake X warning message on
HUD

4. “Brake X warning message on
Main Flight Display (MFD).

5. Closure rate and distance
between aircraft (environmental
stimuli).

6. Verbal alert from the wingman

STAMP EU 2015




Application of the STPA

No | Safety constraints | Control actions Feedback mechanism
2 Do not violate the Keep minimum altitude 1. HUD altitude indications.
minimum altitude 2. Analogical altitude indicator.
3. Warning messages from radio
altimeter.
4. Verbal warnings from aircrafts
anti-collision system.
5. Verbal alert from the wingman.
3 Do not violate the Keep the flight control 1. HUD airspeed indication.
flight control limits in | limits during high- 2. Analogical airspeed indicator.
high-performance performance maneuvers. 3. Angle of attack indexers
maneuvers with low 4. Voice warning (horn) for low

airspeed.

speed and high nose-up angle.
Aircraft response to pilots’
action.
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Violated Safety Constraint. %
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S: Simultaneous, M: Masked
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Observations from the first %
steps of the STPA
a. The Head-Up Display (HUD): basic feedback

mechanism for 6 out of the 9 constraints.

b. Vision, audition and vestibular senses

required in various SC combinations.
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Observations from the first steps

of the STPA
SC: 1 2 3 4 5 6 7 8 Y
Sight 1/5 /3 0/3 172 0/3 02 072 0/1
Hearing 1/1 2/2  1/1 1/1  1/1 1/1
Vestibular 0/1 0/1

Senses Used to Receive Information from Feedback
Mechanisms
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Observations from the first
steps of the STPA

SCs violated: 1+2 14243 1+2+3+4  1+243+4+5  1+243+4+  142+3+4+  14+2+3+4+5+6
5+6 5+6+7 +7+9

Number of visual alerts (on HUD / 1/2 1/2 2/2 2/2 2/2 2/2 2/2

on other displays or instruments)*

Number of audio alerts* 2 3 3 3 3 3 4

Requirements to consult other 2211 3/4/1 3/5/1 4/6/1 4/6/1 4/6/1 4/6/1

indications (on the HUD / on other
displays, instruments / physical
environment)*

* Feedback mechanisms related to multiple SCs were considered once.

Feedback Mechanisms in Multiple SC Violations

STAMP EU 2015



Basic Control Loop.

Common CA
Control aircraft

Execute ) ; External Information
manoeuvre Formation Wingman < * Environmental data
Stick and rudder | 1€ader . GCI/RADAR data
pedals. - Information from
Switches, knobs. b A/C from outside
Common FM formation.
A/C status, position,
v etc.
A/C < A/C - Feedback formation
member.

Feedback from sensors.
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Hazardous States

No Control Action Hazardous States
Not Provided Applied Stopped
provided (incorrectly) too late too soon
1 Keep 1000ft minimum distance separation between aircraft, 1. Unsafe separation between aircraft.
by applying the follow rules:
2. Loss of aircraft control due to exposure to exhaust
At 9000ft put the head on aircraft 20 degrees off boresight. gasses of formation aircraft.
At 60001t both aircraft turn towards clear flight path.
2 Keep minimum altitude Flying too close to the terrain.
3 Keep the flight control limits during high-performance 1. Loss of aircraft control due to disturbance of

mancuvers.

aerodynamic capabilities.

2. Unsafe separation between aircraft.
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Control Flow for the Formation
Leader

Air force documents. Wingman transmit visual and mission data.
S0P's. Formation aircraft transmit systems data.
Rules Of Engagement (ROE"Y Environmental data

Communication with other aircraft.
Information from Radar or AWACS
Information from ATC.

lj;_ﬂ Pilot, Leader Formmation: Extemal inputs
Decision and control actions.

— Special actions if safety constraints violated

Responsibilities

M

Human factors awarenass. =
Aircraft Radar, instruments, position
of ather gircraft and communications Feedback missing, overlapping or
not {propardy) monitored. dalayed dus to:
Full picture to the wingman Ineffective communications.
and ground radar not providad. HUD failure.
Multipla SCs violated.

‘Feadback mechanisms:

W d. Aircraft state and position indications.
I Actuators: | Visual waming messages.
Aircraft controls (Throttle, Stick, Rudder). Audio wamings.
Aircraft switches and knobs. Information from the physical environmeant.
Communication systems. Verbal communication.

Control actions not provided or provided
too late or stop too soon.

Ineffective communication. Loss of aircraft control.

Missing, delayed or wrong information. Controlled Processes: Loss of formation cohesion.
Muliple SCs violation in short tinme. AIC control, Loss of tactical supernonity.
Formation in cohesion.
Tactics, =
Human and aircraft capabilities
Fly safaly.

Mission accomplished.

Disturbance:
Environmental factors.
Rapid chances in tactical
| P F ) |

Crverapping communication.
Wingman mistakes.



¥ i Conclusions %

* Flight Training is currently based on
independent SCs.

 The application of STPA revealed potential
flaws even from the first steps.

 Maintenance of some SCs rely on one sense
only.
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¥ i Conclusions %

« When multiple SCs infringed:

— If HUD fails pilot’s workload increases
considerably.

— Prioritization of actions not supported by
procedures and/or technology.

— Alerts and warnings from feedback
mechanisms might overlap and impede
human performance.
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Recommendations %

a. A systemic approach is expected to benefit
flight training.

b. Scenarios with multiple violations of SCs must
be included in flight training.

c. Maintenance of all SCs must be supported by
alerts and not relied on one sense.

d. Technology and procedures need to facilitate
the prioritization of actions under infringement
of multiple SCs.
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Recommendations %

e. Application of STPA methodology needs to
consider:

— Multiple SCs violations as causal factors.

— Potential implications on human performance
when alerts from multiple feedback
mechanisms might overlap.
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Questions?
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