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Starting from the end..

—

The Uberlingen mid-air collision accident
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Contributing factors

Violated control actions and safety constraints

Technical, human services & information content (partly) lost
during the development of the accident

“Systemic causes” (BFU 2002; Johnson 2004); combined
events

= Downgraded STCA: provided the ATC with auditory alarm;
no visual warning

= “Single Manned Operation”: no distribution of workload;
ATC'’s distraction
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‘Erosion’ of system’s composition & capabilities

* |Inadequate or missing system elements not acknowledged,
replaced, or fixed

- safety “drift” (Dekker 2012)

 BFU (2002): “The staffing level eroded the system’s
defenses, particularly in a time of degraded technical

system capability*.”

‘erosion’ of the system’s composition > negative impact on
system capabilities™ & on safety
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The Risk SituatiOn Awareness Provision
(RiskSOAP) capability®

—
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Definition and theory

RiskSOAP; inherent capability* of each system part to provide
its agent(s) with support for enhancing their SA in terms of the
presence of system threats and vulnerabilities that may
possibly lead to accidents

* The RiskSOAP capability is hinted at by:
a. accident investigation reports (e.g. BFU 2002; Johnson 2004) &

b. outstanding researchers in the field of SA (e.g. Stanton et al.
2010)

but.. either hard to be described in words — or simply
considered as identical to SA,

but.. RiskSOAP capability # SA
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Scope of research

The Question: Is the RiskSOAP capability quantifiable ?
X Existing SA measurement techniques inadequate

v RiskSOAP methodology & indicator

The Answer: Apply the STAMP-based RiskSOAP indicator
throughout an accident’s timeline to demonstrate the

gdegradatlon of the RiskSOAP capablllty
E ¢ milestones [t-1, t, t+1, t+2]

Mikela CHATZIMICHAILIDOU — mmc60@cam.ac.uk




The 2 direct findings

1. Degradation of the RiskSOAP capability over time in
alignment to the milestones on the accident timeline —
as revealed by the calculated value of the RiskSOAP
indicator

2. Deterioration of the RiskSOAP indicator attributed to

(a) the absence or malfunction of specific system elements

(b) and their interactions, as well as the

(c) presence of flaws through which accident scenarios are
verified and, in turn, the system is headed for an accident
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The RiskSOAP methodology
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The process

Step 1.1: Perform the STPA hazard analysis
Step 1.2: Carry out the EWaSAP approach

-

Step 2.1: Create the 1deal system vector
Step 2.2: Create the real system vector

-

Step 3.1: Turn linguistic terms into binary data

Step 3.2: Select a dissimilarity measure and

measure the risk SA provision capability through
the calculation of the RiskSOAP indicator

J
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Analysis of the Uberlingen case

—

Accident: Loss of human life due to aircraft collision
Hazard: A pair of controlled aircraft violate minimum
separation standards
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Safety control structure
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Safety requirements

ideal 1 2

G

C3s - fe|1
A [B] C E | F G H
1 time priods
1. elements by

2 Requirements! sensor characteristics/ mental models STPA/EWaSAP -1 (s2gulations before the collision) t (beginning of the nigheshif) t+1 (@ights bacoms visible)
imﬁ.mshmldbesmeﬂmtmem'ﬁﬂlobe}'ﬂlemsad\«‘isor}' 1 1 [1] I 0 [} [1]

4 | The ATC should ba swars whether an sircraft has 3 TCAS system installad 2 1 l 0 [1] [} [
Emﬂ:m should understand the difrent modes of automation to parceive, assass and pradict the saverity of a situstion 3 1 e o o | 0 0 0 0
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23 | When STCA is working in Sllback mods the scoustics] waming should be switched on 3t the bepinning of the night shit 1 1 1 1 1 1
E The ATC should not send contesdictony sdvisosizs compersd to the TCAS systems n 1 | 0 0 [ 0

25 |The ATC should be aware that the TCAS has the hizhest pricsity a5 a collision aveidance controlling tool 3 1 1 1 E
E'I‘heﬂ.'[t‘.s]wuldHmmhmlmlmwbm;mmm-mmlypawdﬂcmeds M 1 | 0 0 0 0
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e e 1% 1 n n n n
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Sensor characteristics & control algorithms

ideal
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Binary data & Rogers-Tanimoto calculation

Checklist Present 2 1
(point of reference: ‘ideal’ system) Absent 2 0
binary binary ) S
vector 1 vector 2 Examples of:
F | .‘ F lﬁ a “pair’ of binary integers:
pair=(1,1)
1 0
0 0
| | the total number of a specific “pair’:
S(0,0) =2
0 0
RTAGL ) 2510 + 2501 x 4 time-points/
ir) =
S11 + S00 + 2510 + 2501 milestones
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Compared vectors

Accident development in time

STPA )

& EWaSAP t-1 t - o RIS|.<SOAP
- . o . ' Indicator

1 1 1 1 0
1 1 1 1 1
1 0 0 0 0 RiSkSO.A.\P
1 1 1 1 0 Capablllty
1 1 1 0 0
1 1 0 0 1
1 0 0 0 0
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RiskSOAP capability degradation - in numbers

Accident development in time

Four milestones of the Uberlingen accident timeline

STPA & EWaSAP
¢t-1 ¢t ¢t+1 ¢t+2
Present 279 74 65] 63| 50}
Absent - (‘ideal’) 205 2141 2161 2291
RiskSOAP indicator
=0.8471 =0.86321 =0.87271 =0.90167
RTd(i,r)=
Presence/absence of system elements mapped 4 times: :Rnlfjlfcsac’)célr)
e t-1 system’s composition; regulations before the accident
* twhen the nightshift begins
* t+1 conflicting flights become visible on radar RiskSOAP
. Capability

t+2 two aircraft are in collision trajectory

18
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Accident timeline & RiskSOAP indicator

Accident development in time

_— >

Existing regulations
before the collision

Beginning of the
nightshift _ o
Flights become visible
on the ATC’s screen
Aircraft in
collision trajectory

Degree of
degradation

t-1

[ R .

1st an 3rd 4th
degradation degradation degradation degradation
RiskSOAP  RiskSOAP RiskSOAP RiskSOAP
ind.=0.8471 ind.=0.8682 ind.=0.8727 ind.=0.9016
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Accident scenarios verified 1/3

t-1

dDe??‘:e o RiskSOAP-
egradation 0.8471

Embedded UCASs before the
nightshift begins:

Cl1:CA1-UCA1,2,3.4,5

t t+1 t+2
RiskSOAP= RiskSOAP= | RiskSOAP=
0.8682 0.8727 0.9016

Occurrence of UCAs after the nightshift
begins

Cl:CAl-
UCA

Ci2:CAl1-UCA1

C3&4:CA1-UCA1,2,3,4|CA2—
UCA7,8|CA3— UCA11,12,13,14

C5: CA1-UCA1,2

VAAVAVAVA A

1,3,4,6 Cl:CAl—
UCA 4.5
C1:CAl-—

UCA2,3,4;
C3&4:CAl-
UCA1,3|
CA3-UCA
10,12:C5:
CA1-UCA2

= RiskSOAP indicator gets worse = system headed for accident
= presence of flaws = group flaws - UCAs
= (real) accident scenarios verified
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Accident scenarios verified 2/3

Safety requirements & sensor characteristicsnot

UCAs/ Accident scenarios Milestones
met (flaws)
1 Airnavigation service companies shouldnot ~ Separate two aircraft provided (by the ATC) too late when two aircraft t-1
tolerate one-manned operations are too close to each other to start maneuvering and avoid collision (C1-
CA1-UCA3)
2 The Bypass System should be always Warning not provided to the ATC Zurich in case when he does not
availableto the ATC, orincases whereitis realise the collision trajectory (C2-CA1-UCA1)
out of service the ATC should be informed
3 National civil aviation organisation should “Fly according to OP and FP” provided when the two crews do not
not be affected by national culture adhere to the same standardised procedures (C3&4-CA1-UCAZ2)
4 Additional features should be added to the Separate two aircrafi notprovided (bythe TCAS) when aircraft in
ATC displays after identified incidents or collision trajectory (C5-CA1-UCAL)
changes in practices
5 There should be a downlink in place to pass Separate two aircraft provided when TCAS issues opposite advisory
the TCAS advisories to the ATC (compared to the ATC) (C5-CA1-UCA2)
6 Automated systems or audits should provide  Separate two aircraft not provided (by the ATC) when two aircraft in t
necessary error checking to detect ATC's collision trajectory (C1-CA1-UCA1)
possible errors
7 A sensor should be able to measure the Separate two aircraft provided wrongly: pair-wise advisories issued to the
(high) traffic two crews are not complementary to each other; conflicting conditions
emerge (C1-CA1-UCA4)
21
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Accident scenarios verified 3/3

A sensor should detect whether the two
aircraft have violated the minimum
separation threshold

Separate two aircraft provided wrongly: conflicting advisories between t+1
ATC and TCAS when it is not clear for the crew(s) on which one to
adhere to (C1-CA1-UCAS)

The ATC should be aware that the TCAS has
the highest priority as a collision avoidance
controlling tool

Separate two aircraft provided when TCAS issues opposite advisory t+2
(comparedto the ATC) (C1-CA1-UCA?2)

The crew should not ignore the copilot when
he communicates a crucial information

The crew(s) should verbally acknowledge the
ATC advisory and’or the instructions given
by the TCAS

A sensor should ealeulate the relative
location of the two aircraft in a timely
manter

Adhere to TCAS provided too late when there is not much time left for
maneuvers; collision avoidance not ensured (C3&4-CA3-UCA12)

Separate two aircraft provided when TCAS issues opposite advisory
(compared to the ATC) (C5-CA1-UCAZ)

Separate two aircraft provided too late (by the ATC) when two aircraft
are too close to each other to start maneuvering and avoid collision (C1-
CA1-UCA3)

Every time the value of the RiskSOAP indicator was calculated (1),

the accident scenarios (which in reality lead to the examined
accident) were verified = primary results suggest the

positive correlation between safety and the RiskSOAP capability

22
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Final remarks

Exploratory research towards providing evidence of the positive
correlation between the RiskSOAP capability & safety

BFU (2002): deterioration & loss of system elements, along with
violated control actions and safety constraints cause safety drift

Degraded RiskSOAP capability; a contributing factor in Uberlingen

STAMP-based RiskSOAP indicator throughout the Uberlingen
timeline 2 demonstration & quantitative description of the
degradation of the RiskSOAP capability

Dynamic RiskSOAP capability: fluctuates in value across time, due
to changes in safety specifications & short- or long-term conditions
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