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WHO WE ARE

• Areas of activity:

-Training, Operation and Safety
-Process engineering
-Inspection and testing services
-Product design and development

• Projects in more than 30 countries

• 800 employees worldwide:

-Headquarters in Spain
-France
-Brazil
-China
-USA
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CONTEXT OF THIS WORK
Verification & Validation

Goal: Verification and Validation (V&V) of the Advanced Alarm System

through the standard IEEE 1012-2004 (Standard for Software

Verification and Validation) endorsed by the R.G. 1.168
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Kitty Hawk, North Carolina, USA, December 1903
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Modular System
TECNATOM’S ADVANCED ALARM SYSTEM AAS

VISUALIZATION



Proprietary & Confidential 2015 Tecnatom  S.A. 
All Rights Reserved

TECNATOM’S ADVANCED ALARM SYSTEM AAS
Software Integrity Level

 IEEE 1012 defines an acceptable four level
method of quantifying software integrity
levels (SIL)

 This standard uses software integrity levels
to determine the V&V tasks to be
performed

 We have assigned SIL 3 to the AAS

 Non-safety related Augmented Quality
(Guideline for the Acceptance of Commercial Grade Design and
Analysis Computer Programs Used in Nuclear Safety-Related
Applications: Revision 1 of 1025243. EPRI )
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APPLICATION OF STPA
Basic steps in STPA

Step 0: Establishing the system engineering

Define what accidents will be considered
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APPLICATION OF STPA
Basic steps in STPA

Step 0: Establishing the system engineering

Define the software hazards and safety constraints
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APPLICATION OF STPA
Basic steps in STPA

Step 0: Establishing the system engineering

Define the functional control structure of the AAS
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APPLICATION OF STPA
Basic steps in STPA

Step 1: Identifying Unsafe Control Actions

There are four types of unsafe control actions
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APPLICATION OF STPA
Basic steps in STPA

Step 2: Identifying  Causes for Unsafe Control Actions

Determine how each potentially hazardous control could happen

The AAS provides 
inadequate, missing or 

delayed information
(inadequate, missing or 
delayed feedback to the 

controller)

The communication 
channel between the AAS 
and the plant systems is 
inadequate, missing or 
delayed (inadequate, 
missing or delayed 

feedback to the AAS)
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CONCLUSIONS AND FUTURE WORK

 The current STPA exercise is only a first attempt for us at
getting experience using the STPA methodology

 STPA makes possible to identify safety constraints and causal
factors for early software design phase

 Conceptually STPA is very useful to find early hazardous
scenarios, more complexity when refining in successive stages

 Future work: Hazard analysis with STPA iteratively across the
software development lifecycle (more functions and interfaces
will appear adding complexity)
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