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Automation Strategies
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Use case: Highway Chauffeur

AD Function calculates target trajectory
MC provides trajectory tracking control
Initial faults are tolerated

Driver finally takes over or vehicle stops
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Minimal Risk Condition as Fallback Strategy
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Fallback Strategy Testing

Desired Position

Test Case

— 900m radius circle with
lane change

— Braking into standstill from
105 km/h

— Localization based only on
inertial sensors (odometry)

— 12 Samples

Result
— 13 cm max. uncertainty

Control Uncertainty

Control + Odometry Uncertainty

0.06 0.15 .
=e—Sm(sn) [m]| i ——Sm(sn) [m]|
o 20 40 60 80 100 120 140 160 180 200 0.1 bessccnsainsisnnannaanucinnann e
oo 0.02
Desired Curvature Y = A
T T T T T T T 0 0705
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, | L1, - LR RCTTToTTTOPTRRIPY "y PPPPPPPOPPOPRPRRRSRSRPRRRS.
-0.06 -0.05f- | — Mean Error |
: : —— Std. dev.
~0.08, 50 100 150 -0.1, 5i0 00 0
sn[m
s [m] (m) sn [m]
nt.n nt l'r%\ Chassis & Safety Division, Systems & Technology 7 October 2015
0 l e a. % Confidential Dr. Thomas Raste, © Continental AG 7



Laws,

Dynamic process Regulations, License,
Leqislature Standards, Traffic Authority, Registration, a priori
9 ; > Licensing Authority, _— normative
. B Process TUV, DEKRA, ... Operating safety
e Determines o Requirements A Instructions,
. Human-Machine

normative safety Type Product  Interface

(control action) in a el Recal

complex feedback

| Manufacturer, (Automated) Driving

Oop Fleet Operators Operating Process
 |Ideally all three

safety levels

(normative, real,

. Accident
nominal) are equal a posteriori Reports
> nominal
. safety
» Unstable, if real Reports,
. Judgments,

safety is accepted Hearings

to be normative v

PGS ST Y AU NNy Cnnirte P - o Reports' Inaiiranca

safety (positive enforcament L el g lmvestigaions 1 council,

feed back) Accident Analysis safety Accident Reporting
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Relative Goals: At least the same or increased safety level over time
Absolute Goals: Socially accepted reference values for risk level

qu alitative qu antitative - General Mortality, Germany 2002
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Automotive Product Safety
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Define and describe the system
ISO 26262 — Item definition
STPA — Control Structure

Hazard and risk analysis
ISO 26262 — Hazard and risk analysis

STPA — Hazard Analysis and identify unsafe
control actions

Functional Safety Concept

ISO 26262 — Derive safety requirements from the
safety goals and allocate them to the
system

STPA — Design safety into the system
(eliminate or control potential unsafe
control actions)

Item definition

Functions & States
Environment

Hazard & Risk
analysis

Safety Goals (ASIL)
Safe States

Safety Concept —H

A
L A

Safety Requirements

Not good
Safety Measures

enough?

Safety Analysis —H

Next Refinement
Level
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Identify the hazards with the hazard and risk analysis

(ISO 26262 Part 3)

SG-01  The autopilot shall avoid  ASIL D
unintended steering
requests during manual
m .
Create the control structure oLl
DRIVER AUTOPILOT SG-02 The aUtOp”Ot shall avoid ASIL D
Primary autopilot Autopilot fallback no Steerlng requeStS
Takeover Request. trajectory strategy status SG-03 Th i hall id ASIL D
AUTOPILOT FALLBACK STRATEGY ) e a_UtOpI ot sha a_‘VOI
i i i steering requests with
wrong values
Autopilot fallback strategy
) steering command
Override by -
Steering Wheel » STEERING Actuator Status
Steering
Autopilot fallback strategy
. brake command
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Brake Pedal »| BRAKING Actuator Status
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Chassis & Safety Division, Systems & Technology 7 October 2015
Confidential Dr. Thomas Raste, © Continental AG 12



STPA Unsafe Control Actions

> Identify unsafe control action and map to hazards

Control Action [Action required but not |Unsafe action provided Incorrect Timing/Order Stopped too soon
provided /Applied too long

Description Safety [Description Safety | Description Safety [Description Safety
Goal Goal Goal Goal

Steering UCAO01 SG-02 UCAO02 SG-01 UCAO03 SG-03 UCAO05 SG-03
Command from Vehicle does not  ASIL D Vehicle steers, but ASIL D Vehicle steerstoo ASIL D Vehicle stop to ASILD
autopilot steer while following safety early while steer while
fallback following safety path trajectory and following safety following safety
strategy to path trajectory and lateral movement path trajectory and path trajectory and
Steering lateral movement IS not required lateral movement lateral movement
is required is required Is required
UCAO04 SG-03 UCAO06 SG-03
Vehicle steerstoo ASIL D Vehicle continue  ASIL D
late while following with a stuck value
safety path to steer while
trajectory and following safety
lateral movement path trajectory and
is required lateral movement
IS required
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Causal Factors for Unsafe Control Action UCA04:
Vehicle steers too late while following safety path trajectory and lateral movement is required

Driver

Process model

incorrect:

— Thinks, vehicle is
under AD control
when it is not

— Thinks, vehicle is
fault free when it is

Takeover request provided too early
(e.g. when SAP is in startup status)

AD Automated Driving
PAP Primary Autopilot
SAP Secondary Autopilot

PAP Trajectory missing or provided too late
PAP Status missing or provided too late

Secondary Autopilot

v

Requirements not passed to developers
or incorrectly specified

Requirements not implemented correctly
in software

not _ Process model incorrect:

Steering command or — SAP wrongly determines that driver

status missing , delayed or wants to take over Missing , delayed or not accurate Inertial Data

not accurate — SAP wrongly determines that PAP is Missing , delayed or not accurate Velocity Data

Steering command from operational Missing , delayed or not accurate Steering Data

Steering command SAP inhibited — SAP uses the wrong desired trajectory <
Override by | from PAP not inhibited Steering command or status — SAP does not update the vehicle
steering send but not received by location
wheel not actuator — SAP determines not accurate vehicle
accurate location
— SAP uses the wrong model parameter
for control
\ 4 \ 4 — SAP wrongly detects fault status
— SAP is incorrectly in startup status
Steering Steering actuator status .
Actuator missing or delayed Vehicle
. > Sensor Failure
Failure
A
Steering torque missing, delayed or not accurate
»  Vehicle steers
Unidentified or out-of-range disturbances ———————— 20 [ElE
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STPA is a systematic top down approach to eliminate the unsafe
control actions that could lead to hazardous states

STPA drives the earliest design decisions and is therefore a
usefull addition to the tools in the 1ISO26262 concept phase

System redundancy adds more interactions into the system but
will not eliminate the unsafe control actions by itself

Next steps should consider unsafe interactions of control actions
between multiple controllers (Driver, Autopilot 1&2)
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